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Abstract
Hybrid traffic, consisting of both autonomous and
human-driven vehicles, would be the norm of au-
tonomous vehicle practice for decades. It comes
with both challenges and opportunities: human-
driven vehicles could exhibit sudden abnormal be-
haviors such as unpredictably switching to dan-
gerous driving modes – putting its neighboring
vehicles under risk; modern vehicle-to-vehicle
(V2V) communication technologies enable the au-
tonomous vehicles to efficiently and reliably share
the scarce run-time information among each other.
To this end, we propose, to the best of our knowl-
edge, the first algorithm that can quickly detect
the occurrence of abnormal human driving behav-
iors with formal assurance yet without hurting pri-
vacy. Through extensive empirical studies on ex-
isting datasets and simulators, we demonstrate that
our proposed algorithm with information sharing
can not only predict the trajectory more accurately
but also can detect the abnormal behaviors with
high accuracy (95.7%) with reasonably low detec-
tion delay (1.5s).

1 Introduction
Despite the rapid development of autonomous vehicles in
past decades, hybrid traffic which involves both autonomous
and human-driven vehicles would be a norm for a long time
[Bimbraw, 2015; Huang et al., 2016; Veres et al., 2011].
In this work, we exploit the safety advantages raised by the
extended sensing capability of autonomous vehicles through
beneficial information sharing.

Enabling safe autonomy of autonomous vehicles in hy-
brid traffic is challenging. Normal driving behaviors can be
characterized by well-controlled speed and heading features
such as mild accelerations, decelerations, and lane changes.
In contrast, abnormal behaviors do not exhibit those fea-
tures [Hu et al., 2017]. Human-driven vehicles might not
maintain a normal driving mode and could suddenly switch
to safety-threatening driving modes. Such switches usually
arise from human factors such as fatigue, drunkenness, dis-
traction, and aggressiveness. If not detected in a timely man-
ner, such unannounced switches could quickly put their sur-

rounding vehicles under serious safety threats. To the best
of our knowledge, existing abnormal driving behavior detec-
tion designs are rather heuristic and focus on monitoring ei-
ther behavioral parameters such as eye blinking and yawn-
ing [Yan et al., 2016; Hu et al., 2019; Shahverdy et al., 2020;
Lemley et al., 2019; Reddy et al., 2017], or vehicular parame-
ters such as speed variability, steering wheel angle, and steer-
ing wheel grip force [Li et al., 2017; Zhenhai et al., 2017],
which require placing sensors on vehicle parts like steering
wheel, accelerator or brake pedal. Unfortunately, human-
driven vehicles might not have the required sensor placements
to collect the relevant run-time measurements. What’s worse,
such measurements, even if available, are privacy sensitive
and should not be shared with other vehicles.

On the positive side of hybrid traffic, modern V2V com-
munication technologies enable the autonomous vehicles to
efficiently and reliably share the scarce run-time information
with each other [Committee and others, 2009]. The U.S. De-
partment of Transportation (DOT) has estimated that V2V
communication based on DSRC can address up to 82% of
all crashes in the United States involving unimpaired drivers,
potentially saving thousands of lives and billions of dol-
lars [Kenney, 2011]. In addition, navigation and control
strategies based on V2V shared information can also improve
both traffic efficiency and safety [Han et al., 2019].

The above pros and cons of hybrid traffic naturally bring
two questions: (1) How to design an algorithm that can detect
the human driver’s abnormal behaviors with high accuracy in
a short time, without violation of human driver’s privacy? (2)
How will the information sharing among autonomous vehi-
cles help to detect the abnormal behaviors? To answer these
questions, We propose, to the best of our knowledge, the first
efficient algorithm that can accurately and quickly detect ab-
normal human driving mode switches with formal assurance
but does not hurt privacy.

Contributions:
• We propose multi-encoder attention based trajectory

predictor (MEATP), which successfully utilizes the
shared information among autonomous vehicles.

• To protect human driver’s privacy, We develop abnormal
driving behavior detection algorithm by monitoring the
run time trajectory prediction error.

• Extensive experiments on existing datasets and simula-



tor show the effectiveness of our proposed detection al-
gorithm and its robustness against noises in inputs.

2 Problem Description
2.1 Hybrid traffic system description
We refer to the autonomous vehicle that is doing trajec-
tory prediction as the ego vehicle (EV), other connected au-
tonomous vehicles (CAVs) that are within the communication
range of the ego vehicle as surrounding vehicles (SVs), and
a human-driven vehicle being predicted by the EV as a target
vehicle (TV). Without loss of generality, we focus on one TV
and denote other human-driven vehicles as HVs. Our algo-
rithm works for the general multiple TVs setting by execut-
ing it for different TVs in parallel. The system is illustrated
in Fig. 1. Notably, the human-driven vehicles are not commu-
nicating with others.
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Figure 1: Hybrid traffic with information sharing.

2.2 Information shared to the ego vehicle
With Lidar point cloud data and camera images, and Lidar-
camera fusion techniques [Caltagirone et al., 2019; Yin et al.,
2021; Qin et al., 2019], each SV can get the GPS locations of
the nearby human-driven vehicles. At current system time t0,
the information each SV shares with the EV includes

(1) its own GPS locations in the past th time steps,

(2) locally sensed GPS locations of the nearby human-
driven vehicles in the past th time steps.

In real world applications, it’s unrealistic for the EV to get
accurate GPS locations of all the human-driven vehicles only
from the observations of the CAVs. There will be noises in the
measurement due to a variety of factors such as the limitation
of on board sensors, the error of object detection and tracking
algorithms, etc [Yin et al., 2021; Fayyad et al., 2020; Cho
et al., 2019]. In this work, we discuss two cases: first is an
ideal case, where (1) and (2) are all accurate GPS locations
without noise, second is a more realistic case, where (1) are
accurate and (2) are noisy. We will elaborate and validate
our abnormal behavior detection algorithm against noises in
inputs in Section 3 and Section 4 respectively.

As illustrated in Fig. 1, without information sharing, it’s
impossible for the EV to get the trajectory information of the
vehicles that are in front of the TV. Yet, such information is
important for prediction of the TV as those vehicles interact
with the TV and influence its future trajectories.

3 Abnormal Behavior Detection Framework
In this section, we first present multi-encoder attention based
trajectory predictor (MEATP) in Section 3.1. Based on that,
in Section 3.2, we elaborate on the shared information based
abnormal behavior detection algorithm (Algorithm 1). We il-
lustrate the details of calculating the statistic in Section 3.3.

3.1 Multi-encoder attention based trajectory
predictor

To effectively utilize the shared information in predicting
the trajectory of the TV, we propose a multi-encoder at-
tention based trajectory predictor (MEATP), illustrated in
Fig. 2. Our model is based on the sequence to sequence trans-
former [Vaswani et al., 2017] but with multiple encoders for
fusing shared information. Through experiments, we will
show that our proposed architecture effectively extracts the
relevant spatial temporal information contained in the shared
trajectories and significantly reduces both the mean and vari-
ance of the prediction errors.

Inputs and outputs
Inputs: We define the reference frame according to the
TV with X-axis as the lateral direction and the Y -axis as
the longitudinal direction, shown in Fig. 1. At time step
t0, the origin is the TV’s current location. In the range of
y ∈ [−30m, 30m], let N be the total number of vehicles that
interact with the TV, including NA autonomous vehicles and
NH human-driven vehicles. Upon receiving shared informa-
tion, the EV transforms the GPS locations into the coordi-
nates of its current reference frame. The inputs to the multi-
head attention encoders are composed of two parts. The first
part are the trajectories of neighboring vehicles that interact
with the TV, i ∈ {1, . . . , N}:

Ci(t0) ≜ [ci(t0− th), · · · , ci(t0− th + ℓ), · · · , ci(t0)] (1)

with ci(t0 − th + ℓ) ≜ [(xi(t0 − th + ℓ), yi(t0 − th + ℓ))]
being the 2-dimensional coordinates of the i–th neighbor-
ing vehicle at time (t0 − th + ℓ) for ℓ = 0, · · · , th, Note
that, the coordinates of the NH human driven vehicles can
be noisy as we have explained in Section 2. The second
part is the trajectory of the TV over a sliding time window
{t0 − th, t0 − th + 1, · · · , t0}.

S(t0) = [s(t0 − th), . . . , s(t0 − th + ℓ), . . . , s(t0)] (2)

with s(t0− th+ ℓ) ≜ [x0(t0− th+ ℓ), y0(t0− th+ ℓ)] being
the 2-dimensional vector that records the TV’s coordinates.
Output: Distributions of the future trajectory of the TV
over time window t ∈ {t0 + 1, · · · , t0 + tf}. Assume the
predicted future trajectory follows bivariate Gaussian distri-
bution [Chandra et al., 2019; Deo and Trivedi, 2018], the
output of the decoder is the bivariate Gaussian parameters at
every time step in the future tf time steps: Ω = [Ω(t0 +
1), . . . ,Ω(t0 + tf )],

Ω(t) = [µ(t),σ(t), ρ(t)] = [µx(t), µy(t), σx(t), σy(t), ρ(t)] ,

(µx(t), σx(t)) and (µy(t), σy(t)) are the mean and standard
deviation (SD) in x-axis and y-axis, respectively, and ρ(t) is
the corresponding correlation-coefficient.
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Figure 2: MEATP: multi-encoder single-decoder architecture.
The Multi-Encoder Attention Mechanism in decoder is shown in
Fig. 3

Model architectures
Our proposed architecture contains N + 1 encoders: one en-
coder takes the TV’s trajectory S(t0) as its input; the remain-
ing i ∈ {1, . . . , N} encoders corresponds to one of the N
neighboring vehicle that interacts with the TV. Although the
trajectories of human-driven vehicles can be noisy, the way
we use the encoder-decoder structure is similar to the idea of
denoising autoencoders [Vincent et al., 2010] and thus can
make MEATP be robust to the noisy inputs. The inputs plus
the positional encoding, are sent to the next layer as queries
Q, keys K, and values V . Each encoder consists of two
sub-layers: a multi-head attention layer and a position-wise
fully connected feed-forward network [Vaswani et al., 2017].
Multi-head attention layer is composed by h heads of scaled
dot-product attentions:

Attention(Q,K, V ) = softmax(QKT

√
dk

)V,

where dk is the dimension of keys. Attention outputs are con-
catenated and linearly transformed into the same dimension
of Q:

Multihead(Q,K, V ) = concat(head1, . . . , headh)W
O, (3)

headi = Attention(QWQ
i ,KWK

i , V WV
i ). The encoders

pass the output as values and keys, which contains the
weighted information of historical data, to the multi-encoder
attention layer of decoder. TV encoder outputs (K0, V0); i–th
encoder corresponds to i–th vehicle and outputs (Ki, Vi).

At time step tp, decoder takes the outputs in the past
(tp − 1) steps as input, and outputs the bivariate Gaussian
parameters of the probability distribution of the TV’s future
coordinates. In decoder, we develop multi-encoder atten-
tion to utilize the shared information. As shown in Fig. 3,
the multi-encoder attention is composed by N +1 multi-head
attention. Query Q0 of the decoder interacts with each pair
of keys and values Ki, Vi in a multi-head attention. The out-
puts of the multi-head attention are concatenated and linearly
transformed into the same dimension as Q0. Multi-encoder

attention is expressed as:

Multiencoder(Q0,K, V ) = concat(M0, . . . ,MN )WM ,
(4)

where Mi = Multihead(Q0,Ki, Vi). Since the TV is con-
tinuously interacting with its neighboring vehicles, the past
trajectories of the neighboring vehicles, and itself, together
influence its future trajectory. By letting query Q0, which cor-
responds to the TV, interacts with Ki, Vi, the decoder learns
both temporal and spatial information of the neighboring ve-
hicles and the TV.
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Figure 3: Multi-encoder attention

Loss function
Formally, we denote our proposed predictor as a func-
tion fW , with W being all the trained parameters, and
fW (S(t0),C1(t0), · · · ,CN (t0)) = [Ω(t0 +1), . . . ,Ω(t0 +
tf )] – recalling that the output of each prediction
step follows a bivariate Gaussian distribution. Our
MEATP is trained based on the following weighted sum:

L1 =
∑t0+tf

t=t0+1(− logP (Z(t)|µ(t),σ(t), ρ(t))),
L2 =

∑t0+tf
t=t0+1 ||Z(t)− µ(t)||,

where Z(t) = [x0(t), y0(t)] is the true coordinates of the
TV at the prediction time t, L1 is the negative log likelihood
of the true trajectories given the predicted trajectory distribu-
tions over time steps {t0 + 1, · · · , t0 + tf}, and L2 is the
total l2 deviation of the true trajectories from the predicted
means. In our experiments, we choose the mean on X and
Y axis µ(t) = [µx(t), µy(t)] in output distribution as TV’s
predicted future trajectory.

3.2 Abnormal human-driver’s behavior detection
Recall that the EV is the one that executes the MEATP and
monitors whether the TV is in an abnormal driving mode or
not. We use γ to denote the unknown time where TV turns
into abnormal driving mode. We consider the most challeng-
ing scenario wherein no prior information on γ is available.

Recall that t0 is the variable that indicates the current sys-
tem time; its value increases by 1 as each time goes by. At
each time, the EV first receives the shared GPS locations from
its SVs, transforms them into S(t0) and {Ci(t0)}Ni=1, and
then passes them as inputs to the MEATP to obtain µ(t0+1).
Finally, when the true Z(t0+1) is revealed, the EV computes
its prediction error

et0+1 = ||Z(t0 + 1)− µ(t0 + 1)||, (5)

As t0 increases over time, via the above process, the EV com-
putes a sequence of prediction errors {en, n = 1, 2, · · · }.



We use f and g to denote the distribution of en when n < γ
and n ≥ γ, respectively. Clearly, if γ > t0, i.e., the TV’s
driving mode has not switched yet, the TV is currently in
a normal mode with en

i.i.d.∼ f for n = 1, 2, · · · , t0. If
γ ≤ t0, i.e., the TV is in the abnormal mode, then en

i.i.d.∼ g
for n = t0, · · · . At any time, the EV is interested in know-
ing whether a mode switch has occurred or not and wants
to detect such switch as soon as possible under a given false
alarm budget. Therefore we formulate the problem of de-
tecting abnormal human driver behaviors as detecting the
change in distributions of the sequence of random predic-
tion errors {en, n = 1, 2, · · · }.

Definition 1 (Detection algorithm as a stopping time). A
stopping time of the sequence of random prediction errors
{en, n = 1, 2, · · · } is a random variable τ that the event
{τ = n} is measurable of σ(e1, · · · , en) for each n. When
used as a detection algorithm, the event τ = n is interpreted
as “a distribution change is declared at time n” [Veeravalli
and Banerjee, 2014].

Given {en, n = 1, 2, · · · }, it’s hard to tell when the distri-
bution has changed by manual inspection, instead, we com-
pute a statistic Wn given {en, n = 1, 2, · · · }; the computa-
tion of Wn is specified in Section 3.3. Once the statistic Wn

exceeds some carefully calibrated threshold b, we declare the
change in distributions, i.e., abnormal driving behavior hap-
pened. Our algorithm is formally described in Algorithm 1.
Notably, this algorithm can be ran in parallel to detect multi-
ple TVs.

Algorithm 1: Abnormal Behavior Detection based on
Shared Information

1 Initialize W0 ← 0, t0 ← 0, µ(t0)← Z(t0);
2 Set threshold b← log(Mα );
/* α is the given false alarm budget and
M is the number of possible g */

3 while true do
4 Receive information shared by the SVs;
5 Update S(t0) and {Ci(t0)}Ni=1 by incorporating

this newly received information;
6 µ(t0 + 1)← fW (S(t0), {Ci(t0)}Ni=1);

/* Compute µ(t0 + 1) by calling MEATP

*/ et0 ← ||Z(t0)− µ(t0)|| ;
7 Compute statistic Wt0 using MCuSum algorithm;
8 if Wt0 ≥ b then
9 Declare the detection of abnormal behavior;

10 Break;
11 end
12 t0 ← t0 + 1;
13 end

3.3 The update of Wn and the choice of b
We first focus on the ideal case where the locally sensed (at
each SV) GPS locations of the nearby human-driven vehicles
are noiseless. Then we study the more realistic setting where
the sensed locations are noisy.

Noiseless HV location measurements
In this setting, we choose the threshold b and the update
rule based on the MCuSum algorithm [Tartakovsky and Pol-
unchenko, 2008] – an asymptotically optimal QCD algo-
rithm. For ease of exposition, we assume that f and g are
gaussian distributions; they can be parameterized by their
means and standard deviations as fϕ and gθ, where each of ϕ
and θ is a tuple of mean and standard deviation. We assume
that we have full knowledge of the pre-change distribution
fϕ as it can be learned from historical data. In contrast, we
assume that we only have partial knowledge of gθ with pa-
rameter θ ∈ Θ = {θ1, θ2, . . . θM}. Incomplete knowledge of
gθ arises from the fact that when the driver switches into an
abnormal driving mode, he is more likely to take unreason-
able actions like frequent lane changing, sudden acceleration
and deceleration, etc. We treat the set Θ as finite as in practice
we can do discretization on the parameter space. In our con-
text, we choose several possible means and standard devia-
tions based on the prior information we have about the predic-
tion errors after the abnormal behavior happens. The above
uncertainty in gθ can be efficiently handled by the MCuSum
algorithm, detailed as follows.
MCuSum algorithm [Tartakovsky and Polunchenko, 2008]:

τMC ≜ inf {n ≥ 1 : max
j∈{1,··· ,M}

Wn(θj) ≥ b}, (6)

where

Wn(θj) =


[
Wn−1(θj) + log(

gθj (en)

fϕ(en)
)
]+

, n ≥ 1;

0, n = 0.
(7)

In Eq. (6), [x]+ ≜ max{x, 0}, and, denoting ϕ = (µ0, σ0)
and θj = (µj , σj), the log likelihood can be written as

log
gθj (en)

fϕ(en)
=

(en − µ0)
2

2σ2
0

− (en − µj)
2

2σ2
j

+ log(
σ0

σj
). (8)

Under the MCuSum algorithm, Wn(θj) for j = 1, · · · ,M
are updated in parallel in each time step. A change is declared
upon the first time at least one Wn(θj) hits b. It turns out that
we can set b = log M

α for some given false alarm budget.
Asymptotic optimality of the MCuSum algorithm with this
choice of b is proved in literature.

Proposition 1. [Tartakovsky and Polunchenko, 2008] The
MCuSum algorithm with b = log M

α for any given α ≥ 0
is first order asymptotically optimal. Furthermore, the false
alarm rate (FAR) and the average detection delay (WADD)1

of τMC are bounded as follows:

FAR(τMC) ≤ α, and WADDθ(τMC) ≲

(
| logα|

DKL(gθ, fϕ)

)
as α→ 0,∀θ ∈ Θ,

where DKL(gθ, fϕ) is the Kullback-Leibler divergence be-
tween gθ and fϕ.

1Two key performance metrics of a detection algorithm in Lor-
den’s minimax QCD formulation [Lorden and others, 1971].



Noisy HV location measurements
When SVs share noisy human driven vehicles’ GPS locations
to the EV, due to the difference in the inputs to our proposed
MEATP, the distribution of prediction error changes accord-
ingly. The pre-change distribution changes from fϕ to fϕ′ ,
where ϕ′ = (µ′

0, σ
′
0), post-change distribution changes from

gθj to gθ′
j
, where θ′j = (µ′

j , σ
′
j). Note that the measure-

ment noises have no impacts on γ. Thus, we can still use
the MCuSum algorithm. For each θ′j , the log likelihood be-
comes:

log(
gθ′

j
(en)

fϕ′(en)
) =

(en − µ′
0)

2

2 (σ′
0)

2 −
(en − µ′

j)
2

2
(
σ′
j

)2 +log(
σ′
0

σ′
j

). (9)

4 Experiments
4.1 Trajectory prediction
1) Experiment details: In this section, we first train our
model on NGSIM US-101 and I-80 dataset [Colyar and
Halkias, 2007]. It consists of trajectories of freeway (US-
101 and I-80) traffic sampled at frequency 10Hz over 45 min-
utes. The dataset is split into training and testing set by ra-
tio of 7:3. We train our model using Adam with learning
rate of 0.01. We assign L1 and L2 loss with weight 0.3 and
0.7 respectively. The dimension of the model, also known as
number of features, is 16. The number of heads is 8. For
the feed forward layer, it contains a linear layer of size (16,
32), a Relu Layer, and another linear layer of size (32,16) in
sequential. We use past 3s of trajectories to predict the tra-
jectories in future 5s with sample frequency of 5Hz. There-
fore, th = 16 and tf = 25. In our experiments, we use a
server configured with Intel Core i9-10900X processors and
four NVIDIA RTX2080Ti GPUs. Our experiments are per-
formed on Python 3.6.0, PyTorch 1.6.0, and CUDA 11.0.

We compare our methods with baseline: LSTM with
convolutional social pooling (CS-LSTM) [Deo and Trivedi,
2018]. This model devises a convolutional social social pool-
ing layer to process the LSTM encoder output, generates a
unimodal distribution for future coordinates. We evaluate our
proposed MEATP in two modes, with and without shared in-
formation. When there is no information sharing, we assume
that the EV can only get the trajectories of vehicles that are
around it through its own sensors. While with information
sharing, we assume that EV is able to get the TV’s neigh-
boring vehicles’ historical trajectories by fusing the shared
information and feed them into encoders.

2) Results: We use root mean square error (RMSE) in unit
of meter in future 5s to compare our proposed method with
the baselines. In Table 1 we show that: (1) Our model has
smaller RMSE values compared with baselines when there
is no shared information. (2) Our proposed multi-encoder
attention successfully fuses the shared information, encodes
the spatial and temporal features of TV and all the neighbor-
ing vehicles, the prediction performance is improved by more
than 50% compared with baseline CS-LSTM.

4.2 Human driver abnormal behavior detection
1) Experiment details: We use open source simulator Sim-
ulation of Urban Mobility (SUMO) [Lopez et al., 2018] to

Models Prediction horizon (s)
1 2 3 4 5

CS-LSTM 0.61 1.27 2.13 3.21 4.37
MEATP w/o

shared
information

0.84 0.99 1.18 1.39 2.16

MEATP w
shared

information
0.51 0.89 1.09 1.30 1.72

Table 1: Trajectory prediction results

Parameters
Normal
driving

behaviors

Abnormal
driving

behaviors
maxAccel (m/s2) 2.6 7
maxDecel (m/s2) 4.5 8

miniGap (m) 2.5 1.0
sigma 0.1 0.8

maxSpeed (highway)
(m/s) 30 50

maxSpeed (urban)
(m/s) 15 30

speedFactor 1.0 1.2
lcCooperative 1.0 0.1
lcSpeedGain 1.0 5.0

lcSigma 0.1 0.8

Table 2: Parameters of different driving behaviors
generate the highway and urban traffic datasets. The settings
include: (1) Highway scenario: a 1000 m highway with 5
lanes. (2) Urban scenario: a 1000m city street with 5 lanes,
two traffic lights at 300m and 600m from starting point, each
of them are set to green light status 80% of one cycle, where
one cycle is two minutes. (3) 8000 vehicles in both scenar-
ios running end to end, total time of traffic flow is 1 hour.
1000 vehicles are switched to abnormal driving mode once
they pass a certain location on the road. They differ from the
normal driving behaviors with altered parameters as shown in
Table 2. Note that, sigma denotes the driver imperfection in
Krauß car following model [Krauß, 1998], the larger the more
imperfection. Larger lcSigma represents less perfect in lane
changing. Larger lcCooperative means vehicles are less will-
ing to perform cooperative lane changing, larger lcSpeedGain
means vehicles tend to change lane more frequently to gain
high speed. Vehicle trajectories are collected at frequency of
10Hz of in one hour with label of whether the vehicle is ab-
normal.

2) Results: We train our proposed MEATP and the base-
line CS-LSTM on the normal vehicles’ trajectories in SUMO
highway traffic dataset. We define the prediction error as
the mean error between true trajectories and predicted tra-
jectories. We add four levels of Gaussian noise to the hu-
man driven vehicles’ coordinates, with mean and SD be-
ing (0.3m, 0.2m), (0.3m, 0.4m), (0.6m, 0.2m), (0.6m, 0.4m)
respectively based on the exiting 3D object detection and
tracking algorithms [Yin et al., 2021; Qin et al., 2019;
Asvadi et al., 2016], level 0 means no noise in inputs. We ap-
ply the trained predictors to vehicles’ trajectories, then com-
pute the mean and SDs of the prediction errors in future 3s.
The distributions of the prediction errors on normal vehicles



Models Prediction
horizon (s)

noise level
0 1 2 3 4

CS-LSTM

Mean SD Mean SD Mean SD Mean SD Mean SD
1 0.76 0.54 2.18 1.43 2.25 1.37 2.27 1.62 2.31 1.54
2 1.4 0.97 2.38 1.56 2.55 1.85 3.03 2.34 3.10 2.14
3 2.23 1.56 3.28 2.44 3.49 2.83 4.07 3.72 4.86 3.57

MEATP
w/o shared
information

1 0.66 0.85 0.76 0.95 0.97 1.21 1.10 1.28 1.20 1.65
2 0.94 1.19 1.10 1.45 1.44 2.00 1.61 2.18 1.65 2.25
3 1.40 1.79 1.65 2.15 2.13 2.86 2.34 2.41 2.41 3.21

MEATP w
shared
information

1 0.52 0.62 0.52 0.53 0.54 0.57 0.57 0.58 0.57 0.58
2 0.78 0.77 0.81 0.78 0.82 0.77 0.85 0.81 0.86 0.82
3 1.05 0.98 1.09 0.96 1.10 0.98 1.15 1.04 1.18 1.05

Table 3: Distributions of prediction errors on highway dataset

Models Parameters noise level
0 1 2 3 4

CS-
LSTM

detected 265 260 174 120 97
false alarm 17 19 122 176 201
ADD (s) 1.25 1.59 1.68 1.16 1.28
detection

rate 88.3%86.7%58.0%40.0%32.3%

MEATP
w/o
shared
information

detected 263 257 253 251 228
false alarm 14 21 25 27 57
ADD (s) 2.07 2.37 2.72 2.76 2.57
detection

rate 87.6%85.6%84.3%83.7%76.0%

MEATP
w
shared
information

detected 287 283 283 281 278
false alarm 6 10 11 11 15
ADD (s) 1.59 1.98 1.86 1.81 1.95
detection

rate 95.7%94.3%94.3%93.6%92.6%

Table 4: Detection Results on SUMO highway dataset

Models Parameters noise level
0 1 2 3 4

CS-
LSTM

detected 263 258 221 215 166
false alarm 18 42 77 82 127
ADD (s) 3.73 2.40 1.67 1.45 1.17
detection

rate 87.7%86.0%73.7%71.7%55.3%

MEATP
w/o
shared
information

detected 271 267 262 255 253
false alarm 16 23 23 26 31
ADD (s) 3.39 2.79 3.02 2.86 2.73
detection

rate 90.3%89.0%87.3%85.0%84.3%

MEATP
w shared
information

detected 291 288 287 284 283
false alarm 4 6 8 10 10
ADD (s) 2.49 1.82 2.37 2.25 2.01
detection

rate 97.0%96.0%95.7%94.7%94.3%

Table 5: Detection Results on SUMO urban dataset
in SUMO highway traffic dataset, are shown in Table 3 with
all the data in unit meter. It can be seen that the prediction
performance of MEATP with shared information is barely ef-
fected by the noises in inputs.

Based on the trained predictors and the probability distri-
butions, we apply the MCusum algorithm to 300 vehicles that
turns into abnormal driving mode in both highway and urban

traffic datasets. Fig. 4 shows the statistic evolution given the
prediction errors of an abnormal vehicle. Notably, the change
point, which corresponds to the distribution change, is the
point where driver switches from normal driving mode to ab-
normal driving mode. Overall Detection results are shown in
Table 4 and Table 5. Notably, ADD represents average detec-
tion delay.

0 25 50 75 100 125 150 175 200 225 250
Samples

0

5

10

15

20

Change point occurs at 190

Change point detected at 215
Wn

Figure 4: Abnormal behavior statistics. Threshold b = 5. Detec-
tion delay is 25 samples (2.5s) in this case.

By comparing the detection results, it shows that:

• Our proposed detection algorithm, equipped with well
trained predictor, can detect the abnormal driving behav-
iors with 95.7% detection rate, 1.59s detection delay in
highway dataset, and 97.0% detection rate, 2.49s detec-
tion delay in urban dataset.

• Information sharing among CAVs improves the detec-
tion rate by 10% and detection delay by 25%.

• Equipped with MEATP with shared information, our de-
tection algorithm is robust to the noises in observations
of the surrounding autonomous vehicles.

5 Conclusion
This paper proposes a shared information based abnormal be-
havior detection algorithm. We first propose a multi-encoder
attention trajectory prediction (MEATP) model. Based on
the predictor, we further develop an abnormal behavior de-
tection method. Through extensive experiments on public
dataset and simulator, We show that (1) our proposed pre-
dictor outperforms the baselines; (2) our proposed algorithm
detects abnormal behaviors with remarkable high accuracy
and low detection delay; (3) shared information boosts the
performance of prediction and detection. (4) Our proposed
MEATP and detection algorithm based on it shows robustness
against the noises in the shared information from surrounding
autonomous vehicles.
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